
Platform Engineering Feature Comparison

Integrated Features

Security Groups Rules

Encryption at Rest (KMS)

Encryption at Transit

Just-in-Time Shell Access (SSM, Shell)

JIT Cloud Console

Kubernetes Secrets

Cloud Native Secrets Store*

Cloud Native IAM

SSO, AD Integration

Vulnerability Detection

CIS Benchmarks

File Integrity Monitoring

Host Intrusion Detection

Network Intrustion Detection

Virus Scanning

Inventory

Host Anamoly Detection

Audit Trails

Security Alert Integration

SIEM

DAST

SAST

AWS Security Hub

Pipelines

Feature Flags

Code Repository

IAC Management

Chaos Engineering

Service Reliability Testing

Continous Error Tracking

VPC/VNET

Availability Zones

Routing and Subsets

VPN for Users

NAT

Peering

API Gateway

Cloud LB(ALB, App Gateway etc)

WAF

Cloud DNS (Route 53, Az DNS etc)

EC2

ASG

Spot

RDS

Ecache

Timeseries

DynamoDB

S3

EFS

Opensearch

MSK

SQS

Kinesis

SNS

Kubernetes

Serverless (Lambda, Function)

EMR

AWS Managed Airflow

Data Pipeline

Opensearch

Grafana

Prometheus

Cloud Native (Cloud Watch, Azure Mon)

Security Audit Trails

Cost Dashboards

Insights

Category

Secure by Design

Post Provisioning Security

CI/CD

Cloud Networking

AWS Compute

AWS Database and Storage

AWS Analytics

Application Provisioning

Big Data

Observability

Cloud Cost Management

DuploCloud GitLab Harness


